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C kaxapiM rogoM MHTEpHET CTAHOBUTCS IOCTYITHEE U MOMYJISIPHEE, OXBATHIBAS BCE
0oJble ayTUTOPUH. BONBIIMHCTBO pOoaUTENEel HE 3aMpelialoT CBOMM JIETSIM
nonb3oBathcs MHTepHETOM. U 3TO ecTecTBeHHO, 100 CeTh — HE TOJIBKO
pa3BIIEKATENIbHBIM, HO U TO3HABATEJIbHBIA NHCTPYMEHT.

OpaHako A5l UCMOJIB30BaHUS 3TOT0 MHCTPYMEHTA, KaK U JIFDOOT0 IPYyroro, HyKHO
IPEICTABISATh PUCKHU, CBA3aHHBIE C €r0 UCIOJIb30BAHUEM.

KoHTeHTHBIe pUCKH — 3TO MaTepuabl (TEKCTbI, KAPTUHKH, ayAHO0, BUACODAIbI,
CCBUIKHM Ha CTOPOHHHUE PECYPCHI), COJEPIKAIIUE HACHIINE, arPEeCCUI0, SPOTUKY U
opHorpaduio, HELEH3yPHYIO JEKCUKY, HH(OPMAIIUIO, Pa3KUTaAOILYI0 PACOBYIO
HEHABUCTh, IPOIAaraHay aHOPEKCUH U OyJIMMHUM, CyUIIUAA, a3apTHBIX UIP,
HapKOTUYECKUX BEECTB U T.J. CTOJIKHYTbCS C HIMU MOXHO MPAKTUYECKH BE3J€. DTO U
CalThl, U COLIMATIbHBIE CETH, U OJIOTH, U TOPPEHTHI, U BUJCOXOCTUHTHU, (DaKTUUECKH BCE,
4TO ceifuac cyuiecTByeT B MIHTepHeTe. 3a4acTyro MoI00HBIN MaTepran MOXKET NPUITH OT
HE3HAKOMIIA 10 MoYTe B BUJIE criaMa win coobienus. /lounmepecyiimecs y onepamopa
C6A3U, NPEOOCMABAAIOUL€20 00CIYN K Cemu, 0 HAAUu4uu yciy2u KOHMeHmHOou
dunompayuu ona oemeil.

KoMMyHnKanMOHHbIE PUCKH CBSI3aHbI C MEKJIMUYHOCTHBIMH OTHOUICHUSIMU UHTEPHET-
MOJIL30BaTENICH U BKIIIOYAIOT B C€0s1 PUCK MOJBEPTHYTHCS OCKOPOJICHHUSM U HamaIKaM CO
CTOPOHBI Ipyrux. [I[puMepaMu TakuX PUCKOB MOTYT OBITh: HE3aKOHHBIEC KOHTAKTHI,
KuOeprpecne0BaHusl, KHOepOyITuHT U ap. st mogo0HBIX 11eIeil HCTIOIB3YI0TCS
pasznuyHble 4aThl, onnaiH-mecceHmkepsl (ICQ, Google talk, Skype u np.), conranbubie
CETH, CAThI 3HAKOMCTB, (DOpYyMbI, OJIOTH U T.1I.

Oka3zarbcs KepTBOl HAMHOTO MPOIIIE, YeM KaxeTcsl. Kaxk1plii y4aCTHUK TOM MM UHON
COLIMATbHON CEeTH MOKET MPU3HATHCSA, YTO XOTSI ObI OJIUH Pa3 eMy MPUXOIUIIO
HENPUCTOMHOE MpeJI0KEHNE OT HEM3BECTHOTO YesloBeKa. JTO Oesia He TOJIbKO
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colManbHbIX cereid. Ha moboM nomysnsipHoMm gopyme, B 0J10roBOM COOOILIECTBE U YaTe
HOSIBIISIIOTCS TaKW€ YYACTHUKH, KOTOPBIE XaMsT U OCKOPOJISAIOT APYTUX YYACTHUKOB.

KoMMyHUKaIMOHHBIE pUCKH BKIIOYAIOT B €051 «HE3aKOHHBIN KOHTAKT» U
«xubeprpecieoBanuey (Ui Kudep-OyITuHT).

He3akoHHBII KOHTAKT — 3TO OOIICHHE MEXKTY B3POCIBIM U PEOCHKOM, TIPH KOTOPOM
B3POCIIBIiA MIBITAETCS] YCTAHOBHUTH OoJiee OIM3KME OTHOIICHUS JJIsl CEKCYalbHOM
OKCIUTyaTaly peOeHKa. 3II0yMBIIUICHHUK HEPEIKO 00IIaeTCsl B MHTEPHETE C peOCHKOM,
BbIZIaBasi ce0sl 32 pOBECHUKA JINOO pedeHka HeMHOTro cTapiie. OH 3HaKOMHUTCS B 4aTe, Ha
dopyme niH B COIMATBHON CETH C KEPTBOM, MBITAETCSI YCTAHOBUTH C HUM JIPYKECKUE
OTHOIICHHUS U TIEPEUTH Ha JIMYHYIO TiepenucKy. OO0Imasch TUIHO («B MIPUBATEY), OH
BXOJIUT B IOBEpHE K PeOCHKY, MBITACTCS y3HATH HOMEP MOOUIILHOTO U JIOTOBOPUTHCS O
BCTpeYe.

KubepnpecnenoBanue (uim kudep-OyJUIMHT) — 3TO MpeciieIOBaHUE TI0JIb30BaTENs
COOOIICHUSIMH, COJEPKAITUMHU OCKOPOJICHHSI, arPECCHI0, CEKCyallbHbIE JOMOTaTeIbCTBA C
MOMOIIBIO PA3JIMYHBIX UHTEPHET-CEPBUCOB. Taxxke, KHOEpIpecieI0BaHuE MOKET
IPUHUMATh Takue GOpMbl, Kak 0OMEH UHPOpMALINEN, KOHTAKTaAMHU; 3aITyTBAHMUE,;
NoJipakaHue; XyJIUTaHCTBO (MHTEPHET-TPOJUIMHT); collaabHoe OoiikoTupoBanue. [1o
dbopme OYJTMHT MOKET OBITh HE TOJIPKO CIIOBECHBIM OCKOPOJIICHHEM. ITO MOTYT OBIThH
dboTorpadun, U300paKeHUS WIH BUILO KEPTBBI, OTPEAAKTUPOBAHHBIE TaK, YTOOBI OBITh
0oJee YHU3UTEIbHBIMU.

ITog00HBIM YHUZUTEIBHBIN KOHTEHT MOXKET UCXOJAUTH OT OJHOTO Y€JI0BEKA WU IPYIIIIbI
JIOJIEH MO0 OTHOMY WJIA HECKOJIBKUM 3JEKTPOHHBIM KOHTAKTaM KEPTBBI, HA JIEKTPOHHBIH
AIMK UM B COOOIICHUSIX OHJIAMH-MECCEeHIKEPOB. PacrpocTpaneHsl Takxke ciydan
npeciae1oBaHus B COLMAIBHBIX CETSIX WM Ha OJOOHBIX UM pecypcax. [Ipu aTom
MMOMHUMO PACCHUIKH OCKOPOUTENBHBIX COOOIICHUI 1 BHIBEIIMBAHUS YHU3UTEIbHBIX
MaTepHUaJIOB, N300paKEHUI WIIM BUIEO3ANNUCEN, OyJUIep MOKET TaKKe B3JIOMATh
npouiIb UM CTPAHUILY KEPTBBI U OPTaHU30BaTh CIIAM-PACCHUIKY MO BCEM KOHTAaKTam
KEPTBHI.

K coxanennto, kubepOyJIITUHT — OUY€Hb PACHPOCTPAHEHHOE SIBJIEHUE CPEId POCCUMCKUX
noipocTkoB. Kax bl nAThI peOeHOK MOKET IPU3HATh, UTO MOJABEprayics OyJIITUHTY
OHJIAIH UM B peanbHOM xu3HU. U 310 Oena He Tonpko Poccuu, oHa pacmpocTpaHneHa Bo
BCEM MHUpE.

JIyluue 6Ce20 He ecmynamo 6 06menue Co cnamepamu, n0003pumeﬂbnbmm
JUYHOCMAMU, DACCBLIAIOULUMU CCBLIIKU UJIU ny6ﬂul<ylou4umu 00K0p6um€]lbl—lble
6‘00611461-!”}1. Ilonvimku ux npuC‘HlbIOHMb ycnexom He y6enHuaromcs, moJjbKo 3pa
nompamume ceoe epems.

JJIeKTPOHHBbIE (KMOEep-) PUCKH — 3TO BO3MOKHOCTh CTOJIKHYTHCS C XUILIEHUEM
NEPCOHAIBLHON NH(POpPMALIMHU, PUCK MOJIBEPIHYThCS BUPYCHOM aTake, OHIaiH-
MOIIEHHUYECTBY, ClIaM-aTaKe, MIMUOHCKUM MPOorpaMmam  T.1.

K BpeoHOCHBIM MporpaMmMaM OTHOCSITCS BUPYCHI, YEPBU U «TPOSTHCKHUE KOHWY» — 3TO
KOMITbIOTEPHBIEC MPOTrPAMMBbI, KOTOPbIE MOTYT HAHECTH BPEJ] BallIEMy CEMEIHOMY
KOMIIBIOTEPY U XPAHSAILIUMCS Ha HEM JaHHBIM. OHH TakKe MOTYT CHUKATh CKOPOCTh
oOMeHa JaHHBIMU ¢ THTEpHETOM U Ja)Ke UCIOJIb30BaTh Balll KOMIIBIOTEP AJIS
pacnpoCTpaHEHUsI CBOUX KOMMI Ha KOMITBIOTEPHI BALIUX APY3€i, pOJCTBEHHUKOB,
KOJUIET U IO BCel ocTanbHOU mobansHoi Cet. XunieHue KOHPUACHIIMAIbHBIX TaHHBIX



MOKET MPUBECTU K TOMY, YTO XaKep HE3aKOHHO MOJYyYaeT TOCTYI U KaKUM-TH00
00pa3oM UCTOJIb3YET JIUYHYI0 HH(DOpMAIUIO MMOIb30BaTENsI (HOMEpa 0aHKOBCKUX CUETOB,
MacIOPTHBIC TaHHBIC, KOJIBI, TAPOJIX U JP.) C IETbI0 MPUYUHUTH MaTePUATbHBIN 1
¢dbrHaHCOBBIN y1IEP0.OCcHOBHOE CpeOCcmEo 3auumpl — YCMAHOBKA U PeyIAPHOE
00HO06IeHUE AHMUBUPYCHOU RPOZPAMMBL U OpYy2Ue HACMPOUKU 3auiumbl
Komnvlomepa.

3ammTa B COIMAIBHBIX CETSIX — ATO 3a7a4a, KOTOpas HE TaK JaBHO CTajga 0COOEHHO
aKTyalibHa JIJIsl UX T0JIb30BaTesiell. B3710M CTpaHuI] B COIMAIBHBIX CETSIX MPEBPATHIICS B
OJIMH U3 OCHOBHBIX CITIOCOOOB pacrpocTpaneHus cnama B UaTtepHeTe. UTo MOXKeET
CIenaTh MOJIb30BaTeNb? — BHUMamelbHo OMHOCUMbCA K C6OUM JIOZUHAM U RAPOIAM,
He ycmanaeausams naponu muna «123» u HuKomy ux He nepeoasams u, mem donee,
He nepecwliamo o INeKMPOHHOU noume.

IloTpeduTe/bcKkMe PUCKH BKIIOYAIOT B ce0sl: pUCK TPUOOPETEHHS TOBAapa HU3KOTO
KauecTBa, Pa3INYHbIX MOJIENIOK, KOHTpAPaKTHON U PaibCUPUIIUPOBAHHON TPOTYKIIUH,
NOTEPIO IEHEKHBIX CPEJICTB 0€3 MPUOOPETEeHHUS TOBapa WM YCIYTH, XUIEHUS
NepcoHaIbHOM NH(GOPMAIIUU C LIEIbI0 KHOep-MOILIEHHIUYECTBA U JIp.

Kak npaBuiio, 1715 coBepilieHus: HOKYIIKH B CETH JIOCTAaTOYHO YKa3aHHBIX Ha OAHKOBCKOM
KapTe peKBU3UTOB. JleTH, coBepIlasi OHJIANH MOKYIIKH, MOTYT PaCTPaTUTh 3HAYUTEIIbHBIC
CYMMBbI CBOMX POJAMTENEH, €C/IM KAKUM-IM00 CLIOCOOOM MMENHU WX MOIYYHIA K HUM
nocryn. He paspewaitme 0emam cogepuiamov nOKynKu uiu coeiku é cemu 0e3 eauieco
yuacmuas.

OcHOBHBIE IPAaBUJIA IJIs1 POAUTEJICH

1. [Ipexne, yem mo3BOJIUTh PEOCHKY MOJIb30BATHCSA IHTEPHETOM, PACCKAKHUTE EMY O
BO3MOXHBIX OMacHOCTAX CeTu (BpelOHOCHBIE IPOrPaMMbl, HEOE30MACHBIE CANUTHI,
WHTEPHET-MOUIEHHUKH U Jp.) U UX TOCIIEICTBUSX.

2. Yerko ompenenute Bpems, Kotopoe Bail pebeHOK MOXKET MPOBOAUTH B
HNutepHere, n canThl, KOTOPBIE OH MOXKET MOCEIIATh.

3. Yo6eaurech, 4TO Ha KOMITBIOTEPAX YCTAHOBIICHBI M MMPABUILHO HACTPOCHBI
AHTHBHUPYCHBIC MPOTPAMMBI, CPEICTBA (DUIBTPAIIUN KOHTEHTA M HEXKEJIATSIbHBIX
COOOIICHUM.

4, KonTtponupyiite aestenbHOCTh pebeHka B IHTEpHETE ¢ TOMOIIBIO CTIEIMATIEHOTO
MPOTPAMMHOTO 00ECTICUCHHS.

S. CrnpammuBaiite peOeHKa 0 TOM, YTO OH BUEI U Aenan B IHTepHere.

6. OObsicauTe pedeHKy, uTo npu odueHuu B Uutepuere (4athl, GOpyMbl, CEPBUCHI
MT'HOBEHHOT'O0 0OMEHa COOOIIEHUSIMH, OHJIAWH-UTPbI) U APYTUX CUTYAIHSIX, TPEOYIOLINX
perucTpaiuu, Hejib3sl UCIO0JIb30BaTh peaabHoe uMs. [loMorure emy BbIOpaTh
PEruCTpallMOHHOE UMS, HE COJieprKalllee HUKAKOW TMYHOU nH(OopMauu.

7. OOBbsicHuTE peOEHKY, UTO HElb3s pa3riamars B MIHTepHere nndopmanuio
JUYHOTO Xapaktepa (Homep TenedoHa, JOMalIHUH aapec, Ha3BaHUEe/HOMEP IIKOJIbI U
T.7.), a TaKXe "Moka3bBaTh" cBoM (pororpadumu.

8. [Tomorute pedeHKy MOHSATh, UTO AJIEKO HE BCE, UTO OH MOXKET MIPOYECTh UIIH
yBuzeTb B MIHTepHeTe — npasaa. [Ipuyuure ero cupammBaTe TO, B Y4EM OH HE YBEPEH.



9. OOBbsicHuTE peOCHKY, UTO HEJb3s1 OTKPHIBATh (DAIIbI, TOIYyYEHHBIE OT
HEM3BECTHBIX MOJIb30BATENEH, TaK KAK OHU MOTYT COJIEp>KaTh BUPYCHI WK (HOTO/BUIIEO C
HETaTUBHBIM COJIEP>KaHUEM.

10. TIIpuyuute peGeHKa COBETOBATHCS CO B3POCIBIMU U HEMEIJIEHHO COOOIIATh O
NOSIBJICHUH HEXKEIaTeIbHON HH(OpMAIIIH.

11. He no3Bossiite Bamemy peObeHKy BCcTpeuyaThCsl C OHJIaliH-3HaKOMbIMU 0e3 Baiero
pa3peleHus Ui B OTCYTCTBUU B3POCIIOTO YEIOBEKA.

12. TlocrapaiiTech peryysipHO MPOBEPSATH CIUCOK KOHTAKTOB CBOMX JIETEH, YTOOBI
yOeIuThCsl, YTO OHU 3HAIOT BCEX, C KEM OHU OOIIAIOTCS;

13. OOwbscuute neTsaM, 4To npu oomeHnn B IHTepHeTe, OHU JOJIKHBI OBIThH
IPY>KEeTOOHBIMU C IPYTUMH IOJIb30BATEIISIMHU, HU B KOEM CITyyae He MUcaTh rpyObIX CIIOB
— 9UTaTh TPyOOCTU TAK)KE HEMPHUATHO, KaK U CIIBIIIATD;,

14. TlpoBepsiiTe akTyalbHOCTb YK€ YCTAaHOBJICHHBIX MpaBuil. CaeauTe 3a TeM, YTOOBI
Bamu npaBuia cooTBETCTBOBAIM BO3PACTY U pa3BUTHUIO Baiiero pedenka.

MHOro MHTEpEeCHbIX MATEPHUAJIOB 110 JAHHOU TeMaTHKe Bbl MoOKeTe HAUTH HA
calrax:

- [TogpocTtok u 3akoH (paznen « HTepHeT-
yrpo3bi») http://podrostok.edu.yar.ru/safety/index.html

- LlenTp 6e3omacHoro HHTEpHETa B Poccuu (caiim pexomenoosan Ynonnomouennvim
npu Ilpezudenme P® no npasam pedenxa) http://www.saferunet.ru/ruaoi

- Jlura 6e30macHOro MHTEPHETA. DHIIUKIIONE NS
oe3omacuoctu http://www.ligainternet.ru/encyclopedia-of-security

- CereBuuok.pd IIpoBomgauk B Mupe nHTEpHETa http://ceTeBrUoK.pd

- WWW.I-DETI.ORG be3onacHblii MHTEpHET 7S ACTE: 3aKOHO1aTEIbCTRO,
COBETHI, MHCHUSI, MEXKTyHApO IHbII onbiT http://i-deti.org/

- VYpasnenne «K» MB/]

Poccun http://mvd.ru/mvd/structurel/Upravlenija/Upravienie K MVD_Rossii
Ilamamka « Ynpasnenue «K» npedynpesxcoaem: 6yObme 0CmMOpO*CHbI U
snumamenshol!» http://mvd.ru/mvd/structurel/Upravlenija/Upravienie K MVD Rossii/
Pamjatka_Upravlenie K preduprezhdaet

Tak, Hanpumep, Ha caiite «WWW.I-DETI.ORG be3onacHblii UHTEpHET AJIsI IETEM»

B paszzaene «Bumgeox (http://i-deti.org/video/) pasmemiena moad00pka 00yJaromux 1
Pa3BUBAIOILIUX BUAEOMATEPUAIOB, KOTOPbIE IOMOTYT AETSIM MOJYUYUTh MPEACTABICHUE O
IpUEMIIEMBIX MOJEISIX NoBeAeHus B InTepHeTe. Bee npeacraBieHHbIe 3/1€Ch
BUJICOPOJIMKHU B TIPOCTOM U JOCTYITHOM (popMe HHOOPMHUPYIOT FOHOTO MOIH30BATENS CETH
0 BCEBO3MOXKHBIX ACIEKTaX B3aMMOJAECUCTBUS C IPYTMMU M0JIb30BaTensIMu MHTepHeTa, 0
HEOJIHO3HAYHBIX U 3aTPYIHUTEIbHBIX CUTYALUSIX, KOTOPbIE MOTYT BOSHUKHYTh BO BPEMI
MpeObIBaHUS B BUPTYAIbHOM MPOCTPAHCTBE, O TOM, KaK MOXXHO PEIIUTh T€ WU UHBIC
MpoOJIeMbI U KyJla MOKHO OOpaTUTHCS B CIIy4ae CTOJIKHOBEHUS C
HEe100pOorKeIaTeTbHOCTHIO U HAapyIlIeHHEeM 3aKOHOB 00 HH(OPMAalMOHHON 6€30M1acHOCTH.
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